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ABSTRACT
While long-term wide-range blackouts have been studied exten-
sively from a power systems perspective, the role of ICT in the
recovery of smart energy systems has not been investigated to
the same extent. This paper presents a flexible blackstart service
to restore a smart distribution system alongside an impaired ICT
system. We formulate the problem of power grid restoration as a
distributed optimization problem, taking into account distributed
energy resources and remote-controllable switches as optimization
variables and employ a multi-agent system to deliver an optimal
island configuration. We define an integrated architecture for the
interdependent power and ICT system and test our methodology
on a realistic distribution system scenario with varying impaired
ICT. The results show that the efficiency of the restoration is highly
sensitive to the placement of emergency power supply and the
coverage of ICT nodes.

CCS CONCEPTS
• Hardware → Smart grid; • Computing methodologies →
Multi-agent systems; • Computer systems organization →
Reliability.
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1 INTRODUCTION
Failures of large power plants, tripping of transmission lines or
mistakes in grid operation can cause major blackouts in the trans-
mission grid, leaving customers in the distribution grid without
power [10]. Although there exist well-established concepts to black-
start the power system on transmission level [26], necessary repair
work can increase the time until all customers are restored [20].
Distributed Energy Resources (DERs) can be used to extend existing
top-down restoration approaches by intelligent automated restora-
tion services in the distribution grid to restore critical loads and
reduce the general outage time for customers. In this paper, we
use the term island grids in context of local distribution system
restoration to emphasize that we do not consider predefined grid
areas, which would also work as a microgrid in normal operation,
but rather the dynamic formation of local operational grid areas in
case of a blackout.

To solve the highly combinatorial, non-linear, non-differentiable,
constrained and multi-objective problem of distribution system
restoration, Multi Agent System (MAS)-based heuristics are a ra-
tional choice [3, 21, 23]. While this problem has been extensively
studied from the power engineering perspective, the majority of ex-
isting research only considers abstracted communication or omits
communication constraints altogether [4, 24, 30]. An exception is
the recent work in [19], where interdependencies between power
and communication systems have been considered in the problem
formulation. However, the focus is only on power system restora-
tion and detailed coordination between DERs is not considered.
Our approach provides a significant advantage by shifting the focus
from isolated power system restoration to parallel power and Infor-
mation and Communication Technologies (ICT) system restoration
so as to achieve a cascading restoration process, where both systems
assist each other [28]. In this paper, we focus on the development of
the fully distributed blackstart algorithm and investigate the impact
of ICT impairment on its performance.

Our contributions are as follows: We adapt the Combinatorial
Optimization Heuristic for Distributed Agents (COHDA) algorithm
to perform the restoration by adding remote-controlled power
switches into the problem formalization [12]. COHDA is an es-
tablished heuristic which offers robustness against message delays
and a changing communication overlay and therefore, provides a
good basis for the impaired ICT scenario. Using available ICT nodes,
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the agents successively form island grids with balanced generation
and load in the distribution grid, thereby restoring additional ICT
devices. We perform an evaluation on realistic simulation scenarios
of interdependent power and communication systems and study
different communication parameters to underline the influence of
the degraded communication system on the island grid forming.

2 ICT-ENABLED POWER SYSTEM
ARCHITECTURE

We consider a Medium Voltage (MV) grid after a wide-area black-
out in the transmission grid. The topology represents a modern
radial distribution grid with tie lines between feeders. DERs have a
significant contribution to the energy generation with a high share
of Renewable Energy Source (RES) like Photovoltaic (PV)-plants
and wind turbines. Throughout the grid, several DERs are designed
to be blackstart capable, for example by combining large wind- or
PV-plants with battery storages and suitable grid-forming inverters
and controllers [17, 25].

We assume the distribution grid to have a high level of automa-
tion to support the Distribution System Operator (DSO) in dealing
with the increased complexity of future distribution grids. The gen-
erators and controllable devices (e.g. switches, electric vehicles,
heatpumps) at Low Voltage (LV) and MV level are equipped with
microcontroller-based Intelligent Electronic Devices (IEDs), which
are typically supplied with a battery which can last up to 30 hours.
We assume that software agents of the MAS run on each available
IED in order to collect the information for restoration service and
aggregate it at the associated MV/LV substation.

The primary challenge of the ICT system is to enable commu-
nication between IEDs in the presence of multi-level disturbances,
arising from the unavailability of the power supply for the inter-
mediate ICT nodes, such as routers and repeaters, and upper-level
communication services, such as wide-area routing. We assume
that public communication infrastructures are primary used at the
distribution grid level. In this work, we consider 450MHz [29] and
Long Term Evolution Advanced (LTE-A) networks as enablers of
the distribution grid restoration. In order to guarantee packet rout-
ing during the power outage, LTE-A base stations can be enhanced
to support self-backhauling at the access network level [8], hence
continue providing end-to-end links between MV/LV substations
during the whole restoration process. Flexible placement of the
self-backhauling functions is possible by employing Network Func-
tion Virtualization (NFV) [27]. However, limited battery time [6] as
well as switching from normal to self-backhauling operation can
lead to degradation of the communication. In this work, we want
to focus on the influence of size and availability of the cells on the
restoration process.

We do not consider the challenges for stability that arise from
operation of small grids, like low system inertia, high R/X ratio
and limited short-circuit capacity [7]. Instead, we use a simplified
model with steady-state simulations, that does not take into account
aforementioned dynamic effects. The question of handling stability
issues in microgrids is part of ongoing research and promising
solutions have already been introduced, e.g. virtual synchronous
machines [16].

3 PROBLEM FORMALIZATION
We formally describe the power grid model by creating a graph
𝐺 = (𝑉 , 𝐸) with MV power system nodes𝑉 and MV lines 𝐸. A node
𝑣𝑖 ∈ 𝑉 can either be a single generator, a single load or a set of any
number of both. It is therefore described as a tuple (𝐺𝑖 , 𝐿𝑖 ) with
𝐺𝑖 ∪ 𝐿𝑖 ≠ ∅; 𝐺𝑖 being the set of generators and 𝐿𝑖 the set of loads
connected to 𝑣𝑖 . We represent each generator 𝑗 in 𝐺𝑖 by a schedule
𝑤𝐺
𝑖 𝑗

∈ R𝑞 and correspondingly each load 𝑘 in 𝐿𝑖 by a schedule
𝑤𝐿
𝑖𝑘

∈ R𝑞 . Variable 𝑞 marks the schedule’s planning horizon, which
always starts at the current timestep and extends to the future
timestep defined by 𝑞. Following the passive sign convention, we
assume loads to be modelled with positive consumption (𝑤𝐿

𝑖𝑘
≥ 0)

and generators with negative generation (𝑤𝐺
𝑖 𝑗

≤ 0). To start the
restoration process and allow the creation of an island, there has
to be at least one node with a blackstart capable unit, defined by
𝑣𝑏𝑐
𝑖

∈ 𝑉 . Finally, we define the total set of switches 𝑆 : A switch
𝑠𝑖 ∈ 𝑆 is associated with one line 𝑒𝑖 ∈ 𝐸 and has a state 𝑠𝑖 .𝑠𝑡𝑎𝑡𝑒 that
can either be open (0) or closed (1).

We can now describe island grid 𝐺𝐼 = (𝑉𝐼 , 𝐸𝐼 ) as follows: After
choosing a state 𝑠𝑖 .𝑠𝑡𝑎𝑡𝑒 ∈ {0, 1} for each 𝑠𝑖 ∈ 𝑆 we update graph
𝐺 by removing all edges 𝑒𝑖 ∈ 𝐸 for which 𝑠𝑖 .𝑠𝑡𝑎𝑡𝑒 = 0. The current
island composition 𝐺𝐼 is now a connected component of 𝐺 : Since
an island is always formed around a node 𝑣𝑏𝑐

𝑖
, each node 𝑣𝑖 ∈ 𝑉

that has a path to any 𝑣𝑏𝑐
𝑖

is considered as part of 𝑉𝐼 and therefore
as part of the island. Consequently, all 𝐺𝑖 and 𝐿𝑖 of 𝑣𝑖 are also
part of the island. The complete distribution system restoration
problem can now be defined by extending the problem description
from COHDA, which was originally developed to solve a predictive
scheduling problem for virtual power plants [13]:

max ©«
|𝑉𝐼 |∑
𝑖=1

|𝐿𝑖 |∑
𝑘=1

𝑤𝐿
𝑖𝑘

ª®¬ (1)

with 𝐺𝐼 = (𝑉𝐼 , 𝐸𝐼 ) ⊆ 𝐺 = (𝑉 , 𝐸)
where 𝐸 = {{𝑒1, ..., 𝑒𝑥 }|𝑒 ∈ 𝐸, 𝑠𝑖 .𝑠𝑡𝑎𝑡𝑒 = 1}

𝑉𝐼 = {𝑣1, ...𝑣𝑥 |𝑣 ∈ 𝑉 , 𝑣 has path to a 𝑣𝑏𝑐 }

subject to ©«
|𝑉𝐼 |∑
𝑖=1

|𝐿𝑖 |∑
𝑘=1

𝑤𝐿
𝑖𝑘

ª®¬ + ©«
|𝑉𝐼 |∑
𝑖=1

|𝐺𝑖 |∑
𝑗=1

𝑤𝐺
𝑖 𝑗

ª®¬ = 0

The objective is to maximize the amount of restored load in the
island 𝐺𝐼 by choosing a state 𝑠𝑖 .𝑠𝑡𝑎𝑡𝑒 for each 𝑠𝑖 ∈ 𝑆 while keeping
generation and load in the island balanced. This balancing can be
done by choosing a schedule𝑤𝐺

𝑖 𝑗
for all generators in 𝑉𝐼 to match

the total load in𝑉𝐼 . A change of any 𝑠𝑖 .𝑠𝑡𝑎𝑡𝑒 potentially changes the
composition of 𝐺𝐼 and therefore changing the generators available
for balancing. This results in two nested optimization problems:
The maximization of load in 𝑉𝐼 on upper level and on lower level
the minimization of the difference between load and generation –
represented as Euclidean distance between the aggregated load and
generation vectors – for the current composition of 𝑉𝐼 .

The behaviour of uncontrollable loads is assumed to be known
and described by one fixed schedule𝑤𝐿

𝑖𝑘
, whereas generators offer

certain flexibilities from which different schedules𝑤𝐺
𝑖 𝑗
can be cre-

ated. One approach to handle the potentially large set of possible
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schedules and unit-specific constraints is the use of a decoder: In-
stead of having a complete set of schedules, the possible schedules
are represented by a flexibility model, which can be used to map
an optimal, but infeasible schedule to a feasible one in the search
space [2].

4 RESTORATION ALGORITHM
The previously described problem is mapped to a MAS to achieve
distributed problem solving. Switch Agents control the state for each
switch and solve the upper level optimization problem (Equation 1).
A Switch Agent is always an aggregator of one grid segment and
represents all switches connecting this grid segment with neigh-
bouring segments. Unit Agents monitor the consumption of loads
or control the schedules of generators and focus on the lower level
optimization problem by trying to minimize the difference between
load and generation in the current island configuration. They can
represent a single MV generation unit, a single MV load or an
aggregation of LV generation/load.

Figure 1 illustrates the holonic structure of the MAS. A holon
describes an element that is the whole and the part of a system at
the same time – constituted by lower level holons, while also being
a part of a higher level holon [9]. The different holons reflect two
different structural aspects: The physical structure of the power
system (each grid segment is represented by one level 1 holon
with the connected elements being a part of the underlying level
0 holons) and the abstract structure of the nested optimization
problem (upper and lower level).

The restoration algorithm now uses two interlaced COHDA-
instances, as has been successfully demonstrated in [1], to solve
this nested optimization problem. One negotiation consists of three
steps, which are the same for both COHDA-instances. (Perceive):
When receiving a message, an agent integrates the new information
into its current knowledge about the system, i.e. itsworkingmemory.
(Decide): Based on its current working memory, the agent makes
its decision on the optimization variable it controls (𝑤𝐺

𝑖
or 𝑠𝑖 .𝑠𝑡𝑎𝑡𝑒)

and tries to find a better solution for its respective optimization
problem. (Act): Finally, an agent sends its updated working memory
to all its neighbours. After (Perceive), Switch Agents first send a
target schedule to their Unit Agents to start an underlying negotia-
tion. Using a flexible target schedule instead of trying to balance
generation and load in each node allows the surplus generation to
be used by neighbouring holons. Only after receiving the result,
they continue with (Decide) and (Act).

If an agent does not receive new information and is not able
to improve its current best choice, it does not perform the final
step (Act). This behaviour eventually leads to the convergence and
termination of the algorithm as described in detail in [12]. The
number of exchanged messages of COHDA increases superlinearly
with the number of agents, as in 𝑂 (𝑛1.4) [14]. However, due to the
holonic structure the number of agents in individual negotiations
is limited to the number of MV nodes in one distribution grid. After
each successful restoration step, further parts of the ICT system get
restored, enabling more agents to participate in the next negotiation
and, in turn, restore more parts of the power system. Therefore the
repeated execution of the algorithm creates a cascading restoration
process.

Figure 1: Holonic agent structure

5 EVALUATION
The goal of our evaluation is to assess the effects of ICT impairment
on the solution quality of the restoration algorithm. The solution
quality is here defined as a percentage of maximum load restored
using the available generation capacity. We chose a SimBench MV
scenario [18] as our fixed power system scenario, which offers
increased flexibility in island formation with a switch on every line.
We use the associated time series for the RES in the grid model
as the maximum possible generation for each unit, which can be
arbitrarily reduced if necessary to create optimal schedules. We
assume the loads to be fixed according to the time series.

We then used a Box-Behnken-Design for the experimental setup
to study the following two ICT factors: (1) the number of the avail-
able ICT nodes (in our setup with cellular access networks – base
stations with battery supply) and (2) size of access network as cell
size. According to [6], more than 30% of the batteries installed at
the base stations might be in faulty, discharged or nearly-dead state.
Therefore, we assume that a minimum level of degradation will
always be present, choosing 90% of available battery backup as the
highest possible value. On the other hand, we assume a minimum
value of 10% of available batteries to enable basic restoration and
50% as the medium value to achieve uniform coverage of the re-
sponse surface. To reflect the possible variety of initial scenarios, we
place the batteries randomly at the base stations for each scenario
and for each simulation run. This mandates the need for repeated
simulation runs, therefore each scenario is executed as many times
as necessary to reach a confidence value of ≤ 0.05 for the results.
The values of cell sizes are chosen based on the power grid scenario
as well as current state of the art. We consider the smallest cell size
to be 2 km and the medium cell size is selected to be 6 km. We also
consider large cell size as 10 km as per state of the art of Long Term
Evolution (LTE) technology [15]. Larger cells provide also more
overlapping behaviour, thus, power grid nodes can have access to
several ICT nodes at the same time.

For executing the experiments, we developed a co-simulation
setup, using the co-simulation platform mosaik [22]. We coupled
mango [5] for the implementation of the MAS, SimBench [18] for
the power grid and NetworkX [11] for the ICT system.
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(a) 2 km cell size
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(b) 6 km cell size
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(c) 10 km cell size

Figure 2: Distribution of load restored per scenario execution for different numbers of batteries in different cell sizes

6 SIMULATION RESULTS
As a benchmark for the simulation results, we tested scenarios with
100% battery backup considering all three cell sizes, which always
resulted in 100% of load restored. This implies that any degrada-
tion in load restoration observed henceforth is a consequence of
impaired ICT.

Owing to the random placement of batteries, the amount of
restored load differs in each scenario execution. This effect is sum-
marized in Figure 2, showing the distribution of results for different
cell sizes. The black line marks the mean restored load of all sim-
ulations runs in all scenarios for the respective cell size. It can be
observed that with a larger cell size and therefore higher amount
of overlapping cells, the restoration process is more robust against
base station unavailability. Figure 2c shows that in the 10 km cell
size scenario, the spread for all levels of battery backup availability
is relatively small with a minimum of (60−70]% and a maximum of
(90 − 100]%. The spread in the restored load is, however, larger for
2 km and 6 km cell size – not only for all levels of battery backup
availability but also within one individual level. For example, Figure
2a shows that even with 90% available battery backup, the possible
restored load varies between (50 − 60]% to (90 − 100]%.

Figure 3 shows the effect of battery and cell size on restored
load as well as the correlation between the two parameters. As
expected, a higher amount of battery backup availability enables
more load restoration. Likewise, with increasing cell size more
load gets restored due to larger initial communication overlay and
more cell overlapping. The highest mean restoration of 99% can be
observed for the combination of both parameters’ highest values,
the 10 km cell size and 90% battery backup availability. It can also
be seen that both factors can compensate each other: Scenarios
with 2 km cell size and 90% battery provide equally good results as
scenarios with 10 km cell size and 10% battery backup.

7 CONCLUSION AND FUTUREWORK
In this paper, we presented the power system restoration as a two-
level optimization problem and applied a MAS for distributed prob-
lem solving, using the COHDA algorithm. We also proposed an
ICT-enhanced power grid infrastructure, which supports the com-
munication between the agents of the MAS. For the evaluation, we
considered an interconnected ICT and power system with vary-
ing values of cell size and battery backup. The results show, that

2
6

10

50

90

0

50

100

cell size [km]
battery [%]

lo
ad

re
st
or
ed

[%
]

Figure 3: Surface plot for battery and cell size

both parameters have an effect on the restored load but can also
compensate each other.

This work motivates extensions along several directions. Our
next step is to evaluate the scalability of the algorithm, consider-
ing the holon size as well as ICT impairment in terms of limited
bandwidth and message losses. Following this, an intelligent ICT
restoration algorithm will be designed, taking into account the
architectural and Quality of Service (QoS) parameters of the ICT
network and also identifying critical nodes that influence the effi-
ciency of the restoration process. By prioritizing these nodes in the
power system restoration, the cascading restoration process can
be improved significantly. Finally, the robustness of the algorithm
should be increased by considering unexpected events – such as not
cleared faults in the grid – as well as uncertainties in the generation
and load.
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