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Einladung

Herr Prof. Dr. Ilia Polian
l&dt herzlich
zu folgenden Vortragen ein:

Am Donnerstag, 25.06.2015 tragen
Im Horsaal 14, Juridicum,
Innstr. 39, Passau vor:

Ab 17:00 Uhr:
Frau Jelena Milosevic, PhD Researcher

Vortragstitel:
Early Detection of Mobile Malware

Ab 18:00 Uhr:
Dr. Francesco Regazzoni, Postdoctoral Researcher

Vortragstitel:
Security Challenges at Hardware Design Time for make systems

Die Vortragenden sind am Advanced Learning and &ebdnstitute (ALaRl) -
USI, Lugano, Switzerland beschaftigt.

Frau PhD Jelena Milosevic wurde mit Unterstitzuagcddas Frauenbtiro der
Universitat Passau zum Vortrag eingeladen.

Sh. Zusammenfassungen



Early Detection of Mobile Malware
(PhD Jelena Milosevic, PhD Researcher)

Existing solutions for malware detection are né¢@fve for mobile devices, as these devices
do not have either computational power or sufficigaitery to run exhaustive tools. We pro-
pose a new approach on malware detection that igsesitwo levels: a lightweight detector,
designed to identify symptoms, runs on the mobédeick, a complex and highly accurate
detector runs on cloud. Upon identification of goms on the device, a specific analysis is
triggered on the cloud. In this talk, we presenbaerview of our approach, and we highlight
main challenges related to the definition of repneative symptoms of different malware
families and the training of the malware detectéiimally, | will share my experience of
being a woman in Electrical Engineering and Comp&eience encouraging everyone to
become a part of such exciting field that provides great opportunity for express our
creativity and innovativeness.

Security Challenges at Hardware Design Time for make systems
(Dr. Francesco Regazzoni, Postdoctoral Researcher)

The pervasive diffusion of embedded devices fosiiere applications, created new challen-
ges for security designers. The problem is everenscomplex when designers have to deal
with mobile devices. On the one side, these dewiee® a strict power budget, on the other,
they are, potentially, in the hand of the attacker.

This talk focuses on the two main security chalEendgor embedded hardware designers:
physical attacks and hardware Trojans. Firstlackd where the weaknesses of cryptographic
devices is exploited to reveal the secret inforamastored on them will be introduced, pre-

senting also possible way to counteract this tr®atondly the concept of hardware Trojans
will be detailed, reporting state of the art malies modification which a designer can apply

to a circuit and current methodologies used toaleétem.



