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An Example
VIKING LINK

+ DK /UK HVDC Interconnector

« 2.2bn USD

* Planning 2015 => Operation 2023
* 1.4 GW Capacity <5 e
- 525 kV DC TS S g s
760/ 540km Cable Length ionass, |
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https://en.wikipedia.org/wiki/Viking_Link
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Error costs
Delivery,

commissioning

Error
identification

HiL testing

q traditionally

Implementation

Requirements/Design Validation Maintenance

» HIL Testing is crucial for De-Risking of:

o Planning / Commissioning
o Maintenance
o  Training
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* Complex Control Systems

~ 8-10 Cabinets per Terminal
Custom SCADA
Measurements

Fast PWM Generation
Latencies

Interconnected & Hierarchical

O O O O O O

+ Example UK: National HVDC Center

o Aims to host a replica of each HVDC
control system in their network

o Upcoming extension:
= Planned to host 28 replicas
= "Datacenter of Replicas"

Building

Building extended from 1,030m? to
3,800m? by end of 2027.

f \ The National

\ / HVDC Centre


https://www.opal-rt.com/

BASIC SETUP

Test Environment (Rest of System, RoS)
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Host PC Simulator

Model Editing Execution of models
Simulation Management Logging
Graphical Interface Input/Output

Ethernet

CPU Cores FPGA
Parallel I/0 Administration &
Computation Sub-microsecond

Execution

[ EME]

Various I/0 cards and
protocols available
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FOR HVDC CONNECTION OF OFFSHORE WIND FARMS

Real-Time | Simulation

“ DC Grid Control ]
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* Modern power grids are Cyber-Physical System (CPS)
composed of electrical and ICT infrastructure

* Risk of Malicious and Accidental disruptions is
increasing

Asset Grid Control  Data Collection Communication Sensors
Management & Local Control

* Testing for

* Fearless reconfiguring / updates

* Training

|CT / PS Interactions

Combined ICT / PS contingency analysis

New Protocols
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New Communication Channels (NTN, 5G, ...)
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NERC REPORTING ON PROTECTION SYSTEM MISOPERATIONS

. . . . 9%
- Protection System Misoperation is o
Critical 90%
o Source of Cascading Failures .
o Large-scale Blackouts
= ® Unknown/unexplainable
® Relay failures/malfunctions
. . ®m Other/Explainabl
- On average 5-8% Misoperation _ 0% e
5 OgicC errors
§ 50% ¥ Incorrect settings
3 ® Design errors
® MOSt dominant 40% » DC system
o Incorrect Settings - ® Communication failures
. m As-left personnel error
o HW Malfunctions ® AC system
o Communications Failures 0%
10%
0%
2022 2023
o] Y OPAL-RT

https://www.nerc.com/globalassets/programs/rapa/pa/nerc_sor 2024 technical_assessment.pdf
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Virtual Poweﬂr Grid

1
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Physical Devices & Systems
(SCADA, Relays, PMUs, IEDs, Controllers, etc)

+
. . . M
Virtual Communication
Network M
g . Cx int‘iﬁ;,
e . 7“; REiiEm ity io|
‘ T ——— Digital 1/0s
Ih =) v Analog 1/0s
ha sy S Paas Time Synchronization (IRIG-B, 1PPS, IEEE 1588 PTP)

Communication Protocols (DNP3, IEC 61850, Modbus, C37.118,

bgw o1
" OPC-UA, IEC-104, etc.) BN OPAL-RT
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CPS Simulation Setup

POWER Cl Virtual COMMUNICATION

HYPERSIM

SYSTEM @l Tlalfe=Yalelg] NETWORK £y
simutation [ By EMULATION EXAl4

DEVICES UNDER TEST

RT-LAB

= INTERNET/CLOUD

|_| | | e Ethernet

Multi-Core Ports
Processor n B

HUMAN-MACHINE-INTERFACE (HMI)
(SCADA)

REAL-TIME SIMULATOR USER INTERFACES
(OPAL-RT) (HYPERSIM OR RT-LAB
o AND EXATA CPS) Learn more at www.opal-rt.com/cyber
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Virtual Devices
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Time
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Communication
Network

BN aTE Analog out

C37.118 Phasor Data

Concentrator (PDC) Control Center: Control,

Applications and HMI
IEC61850 SV, __

GOOSE Relay

Synchro-
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To & From Virtual Devices

Commands, Status
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EXalg

« GUI Modeling of
- Topology

« Geographical [

 Radio Links & Weather @T ?n(glwackgta] Wiﬂ]wmml
~ malNetwork] 1JiswAtcha]
«  Cyber

+ Attack Modeling

* Defense Modeling

 Wireless /5G /LTE/NTN

Super Application
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Exata EXATA CPS — MODELING & MAPPING

X Bxata
Fle Edt View Tools Anmation Help

- Connections between EXata nodes and Operational Hosts

[ acovtect ) Anelyzer [ 5] Pocket Tracer [ ] P Eciter | Q
EEdH @? @ Q Q " & ,a ffm;lsq.«sux % Lon: |-118.350884 S| A: [0.00 »:—l g Dvedl

| untitied_1 ! PES_2013_4* | PES_cemo

”jﬁr ™ &

Select a node by diddng on it nside the 30 View

F=R = e L ST = S

<

EXata Node IP Address
1--»190.0.1.1
2-»190.0.1.2
3->190.0.1.3
4->190.0.1.4
5->190.0.1.5
&> 190.0.1.6
7->190.0.1.8
8-> 190.0.1.9
9 > 190.0.1.10

10 10 ->190.0.1.11

? >

Connections between EXata nodes and Operational Hosts =

IP Address Input Type OPAL-RT Device Interface Mame ~
File publ_BESS1_ref > ex_ethl?
File publ_PCC w ex_ethl2
File publ_BESS_3 * ex_ethg
File publ_Pv * ex_eth?
File publ_Load4 ¥ ex_ethis
File publ_BESS_2 > ex_ethd
File publ_CHP ¥ ex_ethil
File publ_Load3 > ex_ethi5
File publ_Load1 T ex_ethl3
File publ_BESS_1 - | ex_ethé A

Tip: Virtual Modes can be configured via Connection Manager also
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Network Emulation

Attack Simulation - ‘ EMU

Honeypots ) @ )
Virtual Machines (VM) °

Network Analyzer / Scanners EX&CYZ;Q wqazu h

Vulnerability Scanners A__

Intrusion / Anomaly Detection Systems

Security Information and Event it

Management Systems (SIEM) HoneypoT — SURICATA®
- -= elastic stack
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- Hardware-in-the-Loop Testing is crucial for De-risking

* We need Integrated Cyber & Physical Testbeds
o Resiliency & Security
o Long-term Maintenance

 Establish Continuous Integration pipelines a common practice
o Of Energy & Smart Grid Infrastructure
o For testing / validation by Vendors
o For maintenance / operation by Operators
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Thank you
for your attention!

* OPAL-RT:
Product Page: Securing cyber-physical systems with EXata CPS
Whitepaper: The cyber-physical simulation testbed for power systems

» Keysight: EXata Network Modeling — Critical Infrastructure
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